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Abstract

This deliverable documents the outcomes of T4.1 in WP4. The focus of this task has been on the design,
implementation, deployment and integration of the two mobile core network testbeds and EU and KR side.
As reported in earlier deliverables, both testbeds have been interconnected via a both the public internet, as
well as via a dedicated interconnection. In this deliverable, we report on the interoperability testing and related
PoCs that have been performed focusing on SDN/NFV-based mobile core networks for 5G. Two PoCs have
been demonstrated during the Olympics: i) the 5G mobile core networks for the Olympics, and ii) advanced
5G mobile core networks supporting multi-RAT and distributed mobility management. For both PoCs, the
key components have been detailed, as well as their testbed infrastructure, and last but not least functional
and performance tests have been performed validating the implementations. In parallel, the SDN/NFV-based
5G mobile testbed on the EU has further evolved into a multi-slice cloud core 5GTN testbed, consisting of
multiple VEPC implementations, each with their own features. OpenBaton was used as MANO platform for
deploying OpenEPC, and has been evaluated with respect to package management, service instantiation
and multi-site deployment. The closing part of the deliverable focuses on the interoperability of SDN/NFV-
based 5G mobile core networks, as made available by EU and KR partners. Two types of interoperability
have been designed and successfully evaluated: service interoperability and management interoperability.
The first has been demonstrated during the Olympics venue in Gangneung focusing on the interoperability
between EU and KR PoPs focusing on real-time streaming and interactive augmented reality services.
Management interoperability between two SDN/NFV-based VEPCs has been successfully validated in two
manners: i) ETSI SOL003-interface based interoperability between the NFVO and VNFMs of the vEPCs, and
i) NFVO-VIM-based interoperability. The first was successfully demonstrated during the Olympics between
KR and EU EPCs, while the second was demonstrated on the OpenBaton MANO framework using OpenEPC
and the OpenAirinterface EPC.

Index terms

Distributed Mobile Core Network
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1 I ntroducti on

WPA4 is responsible for the design and implementation of necessary components in the mobile
core network targeting minimal end-to-end latency by adequately virtualizing functionality and
applying SDN principles. This involves research and implementation of required Management
and Orchestration (MANO) functionality supporting the control of virtualized EPC components,
as well as the implementation as the implementation and deployment of EPC-focused
virtualized network functions (VNFs). The mobile core network design and testbed builds
further on the architecture as described in WP2, and are demonstrated in the Proof of Concepts
of WP6.

The work conducted in this WP is structured into three tasks. Below we report on the work
performed in each of these tasks. The outcomes of tasks T4.2 and T4.3 have been documented
in D4.2. In this deliverable we bring these pieces together as needed for the PoCs during the
Olympics, and we provide in-depth evaluations of all of the developed components. Functional
evaluations have been done on both KR and EU MANO platforms. This includes package
management, on-demand instantiation, scaling and termination of VEPC services. The
instantiated VEPCs themselves have been evaluated as well with respect to their functionality
and their performance. In support of the advanced 5G PoC, several testbeds have been
deployed to deploy and evaluate multi-Radio Access Technologies, Software-Defined
Infrastructure, and SDN/NFV-enabled distributed mobility management on the KR side. This
has been demonstrated in the corresponding PoCs.

On the EU side, the SDN/NFV-based 5G mobile testbed on the EU has been extended to multi-
slice cloud core 5GTN testbed, consisting of multiple vVEPC implementations including the
Nokia Airframe VEPC, OpenAirinterface VEPC, and multiple OpenEPC deployments.
OpenBaton was used as MANO platform for deploying OpenEPC, and has been evaluated
with respect to package management, service instantiation and multi-site deployment.
Interoperability has been one of the focuses of this WP, and here deliverable we report on
service- as well as MANO interoperability designs and experiments that have been performed,
resulting into successful Olympics PoCs. Interoperability on the service level involved real-time
streaming and interactive augmented reality services, while MANO-based interoperability was
validated for two interfaces: i) the NFVO-VNFM interface as defined by ETSI SOL003, and ii)
the NFVO-VIM interface as implemented by OpenBaton. Both variants have been evaluated
and generated positive results.

The document is structured as follows. Section 1 gives an overview on the two major KR PoCs:
the 5G Mobile Core Deployment and the PoC for advanced 5G mobile core networks, and
provides an in-depth analysis of the performed evaluations. Section 2 documents the EU
testbed, the OpenBaton framework, its SDN/NFV MANO processes supporting OpenEPC and
OpenAirinterface VEPC deployment, and the performed evaluations. Interoperability between
SDN/NFV-based mobile core networks is reported in Section 3. Finally, Section 4 provides
some concluding remarks.
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2 KR-5G Mobi |Ie pfCoayeme nt

2.1 5G mobile core networks for Olympic-related PoC

21.1 Key components

Corenet wor ks refer to telecommunication networkés cor
to the customers who are interconnected by the access networks. In terms of mobile network

connectivity, the mobile packet core is what makes a wireless access network a truly mobile

network by performing functions fundamental to the delivery of mobile data services such as

internet and carrkKoreab8s 5 6wmobdet ei pas.ket core consi
components, mobile packet core functions (HSVEPC) and their management system (DCNM).

-
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Figure 1. Key components of 5G mobile core networks

2111 Highly Scalable vEPC

InKoreabs 5G mobil e packet (HgblySalatleWER®,do piddde EdhIE
scalable 5G mobile core networks, we employed two types of scalability: functional scalability
and service scalability. Functional scalability means the capability of expansion of the vVEPC by
separating conventional consolidated functions into user plane and control plane functions by
dynamic scaling operations over virtualized network functions, while service scalability is about
diversification of core networks for end users classified by applications, policy and other context
information using network slicing technology. The SDP (Software Define Protocol) is used for
communications between control plane functions and user plane functions. Packet forwarding
policies generated by signalling operations can be delivered from control plane functions via
SDP and vice versa for the feedback.

The HSVEPC consists of several virtual network functions including vMME, vSGW-CU,
vSGW-DU, vPGW-CU, and vPGW-DU.
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Functions Description

vMME Manage mobility of UE and process authentication.

vSGW-CU vSGW-CU creates a session with VYMME and GTP-C, then send it to
vSGW-DU with using SDP.

vSGW-DU vSGW-DU connects with vSGW-CU to get session information, then
communicate UE traffic between eNB and PGW-DU with GTP-U.

vPGW-CU vPGW-CU creates a session with vSGW-CU and GTP-C, send related
session information to vPGW-DU with using SDP, and apply QoS from
PCRF.

vPGW-DU vPGW-DU gets session information from vPGW-CU, communicates UE
traffic between SGW-DU by GTP-U, and communicates traffic between
PDN by SGi the interface.

21.1.2 Distributed Cloud NFV Management System

Characterized by its agility and flexibility, 5G networks are required to adapt to the service to
be deployed on demand. The DCNM (Distributed Cloud NFV Management System) mediates
service and network infrastructure connected with business and service support systems.
DCNM plays a role of integrated orchestration for distributed Micro DC (Data Center) by
conducting multi-domain, multi-technology resource optimization. It manages not only network
services deployable over the multiple micro DCs but also resources and functions in the
individual micro DCs.

The Orchestrator is responsible for managing the functions such as network service life-cycle

management and the overall resource management. Service management or orchestration

deals with the creation and end-to-end management of the services 8 made possible by

composing different virtual network functions (VNFs). The Function Manager oversees the

lifecycle (typically involves provisioning, scaling, terminating) management of instances of

virtual network function (VNF). It is typically assumed that each VNF will be associated with a

Function Manager that wild.| ma n a g e (strubtard) Managert i cul ar V
controls and manages the NFVI compute, storage, and network resources.

212 Deployments for Olympics

In conjunction with the 2018 PyeongChang Winter Olympics, the HSVEPC service was
distributed in Daejeon and Gangneung using the DCNM system described above. There may
be many ways to disperse. There is a distributed-DCNM method that installs an orchestrator,
a function manager, and an Infra Manager in one package in Daejeon and Gangneung,
respectively.

Another way to deploy is to place an orchestrator in one place and distribute the Function
Manager and Infra Manager by region which is called single-orchestrator with distributed-
manager distribution method. Since the separate protocol is needed for a single package in the
distributed-DCNM, and the interworking between these orchestrators is still under
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standardization, we adopt the second method, single-orchestrator with distributed-manager,
for the Olympics PoC.

There are also two ways of deploying HSVEPC. There is an integrated package method that
integrates the entire functions of HSVEPC into one system and installs full set respectively. In
another way, there is a distributed package method that distributes functions of HSVEPC and
installs specific functions in the area interacting with each other. At this Olympics PoC, we
installed integrated packages in each region and concentrated on mobile core functions in
different regions to keep traffic localized.

0SS/BSS

G
=]
cotlplming NEFWIRKIN storage

BESOURCES S RESCURCES 1> uncEs

Figure 2. Deployment of 5G mobile core networks

2.1.3 Evaluation

2131 HSVEPC Package management

Test Test VNF Package management for HSVEPQVMME, vSGW-CU, vPGW CU,
Description [VSGW-DU, vPGW-DU)

1. VNF Package Description:

. The VNF of the Eulon consists of a VNF package that can install the VNF and
Precondition

S a VEPC software. The VNF package includes VNFD, SW package (software

package) and metadata (a configuration file to match the environment) that

can be used when the OS image, VNF package, and software packages are
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installed. The VNFD includes information that the VNF can do onboarding. The
VNF agent for interlocking with VNFM is projected in the SW package and will
work when installing the VNF. The VNF package includes a software that
functions as a VN F which will be downloaded from the VNF repository when

the VNF package is installed.

VNF Package
VNFD MME, SGW-CU, PGWCU, SGWDU, PGW-DU
VNF 0s image Centos 7.1
Componen
ts VNF agent Agent for operation over VNF -VNFM interface
SW Package |VNF(HSvVEPCPackage
Configuration |Configuration file for environment for up and
Metadata ] )
file running of HSVEPC process

2. For performance in Data plan, SGW -DU and PGW-DU use path -through
function. SRIOV technology is used for performance, DPDK driver is used for
data transmission Using DPDK and SRIOV, virtual port (virtual port) in

physical ports to prevent the transmission of packets from slowing down

even when SGW or PGW is installed at virtual machine.
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Hode

IU.0.0J“I{ .

106G NIC (emdft mapped 1o “5rcvi™)

<VNFs interworking with SR -10V>

Compute 1 (129254155 178)

3. VNF agents for
- interworking with Function Manager

- Configuration management and initialization of SW PKG
- Periodic report of VNF resource status
4. Be in place of rpm files to initialize VNF from the repository for

the VNF application software
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5. In the VNF package, agent should be compiled including OS
image(Centos 7.1) for deployment VNF package according to the

VNF descriptor which is acknowledged in advance.

1. Access to Orchestrator

Test 2. Examine onboarding information of the VNF package which is
Procedure registered in Orchestrator including MME, PGW -CU, PGWDU, SGW
CU and SGW-DU.
Screenshot of the VNF package information ( VNFD, manifest, metadata,
image) for MME, PGW-CU, PGW-DU, SGW-CU and SGW-DU.
VNFs registered to Orchestrator
vPGW-CU IDS_DPA eNB-M vPGW-DU
° ° M ° o
vPGW-CU IDS_DPA eNB-M vPGW-DU
* Name vPGW-CU * Name IDS_DPA * Name eNB-M * Name vPGW-DU
TeSt « Manifest 45 Y « Manifest 25 Y « Manifest 23 Y « Manifest 45 Y
s Metad3dY s MetaZd3dY e MetaZ@d3Y s MetaZd3Y
* VNFHBY « VNFEBY e VNFHBY e VNFEBY
Results « Image Count 1 » Image Count 1 « Image Count 1 « Image Count 1

VSGW-CU

VvSGW-CU

Name vSGW-CU
Manifest 25 Y
Meta 33 Y
VNFEBY
Image Count 1

s e s e

VSGW-DU
°
ﬁ
vSGW-DU

* Name vSGW-DU
* Manifest 3 Y
* MetaZ@3Y

* VNFH3Y

* Image Count 1

VNF Descriptors for HSVEPC

eNB

°
e
eNB

* Name eNB

¢ Manifest 43 Y
¢« MetaZ@ZY

« VNFEBY

* Image Count1

MME

°
L
MME

* Name MME

¢ Manifest 33 Y
* MetaZZY

« VNFEBY

* Image Count1
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VNF Package VNF Package Name : MME
File List
MME_meta.ym| vnf_definitions_version: "1
uid €9ad479c-2a68-11e7-b3b0-002590930dc2"

name: "M\

manifest.yml| 0 vendor

6 descriptor_description: ""
MME_vnfym! @ descriptor_version: "0.0.3"
8 software_description

software_version: "0.0.1"
lifecycle_event

o_scale_policy

- monitoring_parameter
condtion
value: "
- monitoring_parameter
condtion
value: "
action
monitoring_parameter: []
cps
- uid: "e9adf4b9-2a68-11e7-b3b0-002590930dc2"
cp_nm: "MME_S1U_CP"
type: "VADDRESS"
type_data
ext_yn: "N
virtual_link_reference: null
vdus
- uid: "e9%ae55c0-2a68-11e7-b3b0-002590930dc2"
vdu_nm: "MME-VDU1"

VNF Package VNF Package Name : MME
File List

MME_meta.yml| metadata
filename: MME_meta.yml

A format : yaml
manifest.yml@ size byte

vnfd
MME_vnf.ym! @ filename: MME_vnf.yml
8 format : yaml
size byte
image
- filename: MME
size Gbyte

VNF Package VNF Package Name : MME
File List

MME_meta,ym| ! AR

package_version

image_metadata

- image_name: MME
options
MME,VM-W“'O container_format: BARE
8 disk_format: QCOW2

tages: mme
visibility

manifest.yml 0
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VNF Package
File List

manifestyml 0

VSGW- ()

CU_meta.yml

VSGW-
CU_vnfyml

VNF Package
File List

VSGW- (&)

CU_meta.yml

VSGW- (B

CU_vnfyml

VNF Package
File List

manifest.yml 0

VSGW-

CU_meta.yml

VSGW- (]

CU_vnf.yml

VNF Package Name : vSGW-CU

vnf_definitions_version: "1.0"
uid: "68024bf9-2a69-11e7-b3b0-002590930dc2"
name: "vSGN-CU"
vendor: "ST"
descriptor_description: "virtual Servicng GW vnf descriptor”
descriptor_version: "0.0.3"
software_description: "virtual Serving GW for EPC"
software_version: "0.0.1"
lifecycle_event
- event
script
- event
script: ""
dependency

auto_scale_policy
- criteria
- monitoring_parameter
condtion
value: "
- monitoring_parameter
condtion: ""
value
action
monitoring_parameter: []
cps
- uid: "68030041-2069-11e7-b3b0-002590930dc2"
cp_nm: "vSGW-CU_S1U_CP"
type: "VADDRESS"
type_data: ""
ext_yn
virtual_link_reference: null
vdus
- uid: "68035546-2069-11e7-b3b0-002590930dc2"
vdu_nm: "vSGN-CU-VDUL"

VNF Package Name : vSGW-CU

metadata
filename: vSGW-CU_meta.yml
format : yaml
size byte
vnfd
filename: vSGW-CU_vnf.yml
format : yaml
size byte
image
- filename: vSGW-CU
size Gbyte

VNF Package Name : vSGW-CU

package_version
image_metadata
- image_name: vSGW-CU
options

container_format: BARE
disk_format: QCOW2
tages: vepc_cp
visibility
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VNF Package VNF Package Name : vSGW-DU
File List
VSGW-
DU_vnfyml vnf_definitions_version
uid: "79f704ae-2a69-11e7-b3b0-002590930dc2"
4 name /SGW-D
manifest.yml 0 5 vendor: "ST"
descriptor_description: "virtual Servicng GN vnf descriptor"
VSGW- (B ) descriptor_version: "0.0.3"
DU_meta.yml 8 software_description irtual Serving GW for EPC"

software_version: "0.0.1"

lifecycle_event

- event
script

- event
script

dependency

auto_scale_policy
- criteria
- monitorin,
condtion
value
- monitoring_parameter
condtiol R

monitoring_parameter: []
8 cps
) - - uid: " 3b7-2a69-11e7-b3b0-002590930dc2"
cp_nm: "vSGW-DU_S1U_CP"
type: "VADDRESS"
type_data: ""
ext_yn: "N"
virtual_link_reference: null
uid 81149-2069-11e7-b3b0-002590930dc2"
cp_nm: "vSGW-DU_SRIOV_CP"
type: "VADDRESS"

VNF Package VNF Package Name : vSGW-DU
File List

VSGW- o vr
metadata

DU_vnfyml
3 filename: vSGW-DU_meta.yml
4 format aml
manifest.yml @ s S 4 byte
vnfd
VSGW- 0 filename: vSGW-DU_vnf.yml
DU_meta.yml 8 format : yaml
) size byte
image
- filename: vSGW-DU
size Gbyte

VNF Package VNF Package Name : vSGW-DU

File List

VSGW- (6]

DU_vnf.yml ¢
package_version

manifest.yml 0 image_metadata

- image_name: vSGW-DU

options
VSGW-

container_format: BARE
disk_format: QCOW2
tages: vepc_cp
visibility

DU_meta.yml
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VNF Package VNF Package Name : vPGW-CU
File List

manifest.yml o
vnf_definitions_version: "1.0"

name: "vPG

Lyml
Cumeta.ym| vendor: "ST"

VPGW-

descriptor_version: "0.0.3"
CU_vnfyml

software_description

software_version: "0.0.

auto_scale_policy
- criteria
- monitoring_parameter

monitoring_parameter: []
cps

cp_nm: "vPGN-CU_S1U_CP"
type: "VADDRESS"

type_data: ""

ext_yn: "N"
virtual_link_reference: null
vdus

vdu_nm: "vPGW-CU-VDU1"

VNF Package

VNF Package Name : vPGW-CU
File List

manifestym! &)

metadata

size byte
image
- filename: vPGW_CU
size Gbyte

VNF Package
File List

VNF Package Name : vPGW-CU
manifest.yml o

VPGW- (&)

CU_meta.yml

package_version
image_metadata
- image_name: vPGW-CU

tages: vepc_cp
visibility

VPGW- 0 filename: vPGN-CU_meta.yml
format : yaml
CU_meta.yml sive byte
vnfd
VPGW- 0 filename: vPGN-CU_vnf.yml
CU_vnfyml § format : yaml

options
VPGW- (5] container_format: BARE
CU_vnfyml disk_format: QCOW2

VPGW- 0 3 uid: "29d8e017-2a69-11e7-b3b0-002590930dc2"

descriptor_description: "virtual Servicng GN vnf descriptor”

"virtual Serving GN for EPC"

uid: "29d99f29-2a69-11e7-b3b0-002590930dc2"

- uid: "29d9e71f-2a69-11e7-b3b0-002590930dc2"
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VNF Package VNF Package Name : vPGW-DU
File List

wvnf_definitions_version: "1.0"

uid: " 69-11e7-b3b0-08
manifest.yml 0 ::::ur
6 descriptor_description
VPGW- (&) descriptor_version

DU_meta.ym| 8 software_description
) software_version: "

lifecycle_event
- event
script: ""
- event: ""
script
dependency

auto_scale_policy
- criteria
- monitoring_parameter
condtion: ""
value
- monitoring_parameter
condtion: ""
value: "
action
monitoring_parameter

cp_nm PGW-
type: "VADDRE!

VNF Package VNF Package Name : vPGW-DU
File List

VPGW- (5] vnf me
DU_vnfyml metadata
filename: vPGW-DU_meta.yml

format : yaml
manifest.ym| @ e byte
vnfd
VPGW- 0 filename: vPGW-DU_vnf.yml

DU_meta.yml 8 format : yaml
size byte
image
- filename: vPGW_DP
size Gbyte

VNF Package VNF Package Name : vPGW-DU
File List

VPGW- (]
DU_vnf.yml T me L
package_version
image_metadata
- image_name: vPGN_DP
options

manifest.yml 0

VPGW-
DU_meta.yml|

container_format: BARE
disk_format: QCOWZ2
tages: vepc_cp
visibility
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Image List
SOFT Virtual Infra Management / Image List
& Network Service
Image List
B Network Function
# Template Define m
© Management Admin
N 0S T =J Protected  F it Publi Stati DC
©f Virtual Infra Management ~ ame YPE  version ratectec | Formu ublie atus
Region VIM-2 (KOREN ETR))
MME N qeow2 VIM-1(Gangneung ETRI)
Micro DC VIM (KOREN NOC)
R VIM-2 (KOREN ETRI)
Image vSGW-DU N qcow2 VIM-1(Gangneung ETRI)
VIM (KOREN NOC)
Tenant
VIM-2 (KOREN ETRI)
User VSGW-CU N aqcow2 ViM-1(Gangneung ETRI)
Node VIM (KOREN NOC)
VIM-2 (KOREN ETRI)
& LifeCycle Management vPGW-DU N qeow2 VIM-1(Gangneung ETRI)
VIM (KOREN NOC)
VIM-2 (KOREN ETR))
VPGW-CU N qeow2 VIM-1(Gangneung ETRI)
VIM (KOREN NOG)
vepc-pdu 0| 0| x| Active o ofL[2 QCow2 1.2
vepc-enb o|o|x| Active of ot e Qcow?2 1z

2.1.3.2 HSVEPC Operation
Test
Descriptio | Test to confirm the behavior of EPC service using Femtocell.
n
This test connects Femtocell to HSVEPC and attaches terminal (galaxys3lte)
directly to Femtocell via HSVEPC to the outside (PDN Proving that each VNFC
is configured according to the function and specification of HSVEPC
Functionalities of HSVEPCyr , ®
Preconditi A HSVEPC composed of VMME, vSGW-CU, vSGWDU, vPGW-CU and VPGW-
ons U
A vME performs the mobile management and authentication of UE
A VvSGW-CU generates sessions through VME, vPGW and GTP-C, and

distributes related session information to vSGW -DU using SDP
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A vSGWDU obtai ns session information in conjunction with vSGW -CU, and
transmits UE Trafic through eNB, PGW -DU and GTP-U
A VPGWCU generates sessions through vSGW-CU and GTR-C, distributes
related session information to vPGW -DU using SDP, and QoS provided by
PCRF
A vPGW-DU obtains session information in conjunction with vPGW -CU, and
transmits UE Traffic through SGW -DU and GTP-U
A Run EPC services using Femtocell.
A Turn on the power on the terminal to femtocell attach.
Test A Provides signaling messages and status information that are transmitted
Procedure between EPC components through the pcap file while the EPC service is
operating.
A Turn off the terminal to check the detach in the femtocell
EPC architecture interworking with UE through Femtocell
AP matingom 0CE R s
R e
fand: 3 S1-AP
Test o @
Results i

| PDN

= [SE — =
- 1 GTP-U
= (51-U)

- -

EPS-Bearer

QCl 6 default bearer for LTE }\
QCI'5 default bearer for IMS ]}

A

-

i
*a
do
r
-1
]

| aciol olgt E3eE 77

UE attach / detach procedure
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‘ UE | FemtoAP | | MME | SGW-CU | PGW-CU ‘ | HSS | ‘ PCRF ‘
Attach Request Delete session
protocal IE delete exist session

Attach Request
send from gNB to MME

Authentication [ Security
NAS securfty refuest and response, send authenticatiof vector from HSS to MME

Update Location Request / Response
checklocation of UE with IMS| and TA |nformation

Create Session Request
for ims session connection
from mme to saw-cu

Modify Bearer Request
for lte session connection
to create bearer for Data plane

Create Session Request
from sgw-cu to pgw-cu Credit Contral Request
- request credit control from pgw-cu to perf

Create Session Response Credit Contrdl Answer
Create Session Response from paw-cu 1o Sgw-cu response credit control from perf to paw-cu
for ims connection

from sgw-cu to mme

Modiy Bearer
for lte session connection
to create bearer for Data plane

Detach Requesticombined {rith EPS / IMS] detach)
todetach UE

Delete session Request / Response
for delete session with UE

Release Access Bearer Request / Resppnse

for delete sessicn vith UE.
UE Context Release Comman i

to detach UE,

IP allocation

HSS PCRF 10.0.0.107
10.0.0.106

192.1684.101

VEPC

10.0.0.101

——

|yéﬁgmw

eNodseB

192.1684.110

VSGW-CU
VSGW-DU
192.168.4.105

IPexternal) __[IPGnterna) | |

192.168.4.101 10.0.0.101

10007103

10.0.0.102

192.1684.233 L PDN

10.0.0.704

10.0.0.105

= 10.0.0.102
= 10.0.0.103
vSGW-DU 192.168.4.233 10.0.0.104
vPGW-DU 192.168.4.105 10.0.0.105
HSS = 10.0.0.106
PCRE = 10.0.0.107

1. Initial attach request from UE

192,168.4,110 192,168.4.161 SUAP/NAS-EPS 172 InitialUbMessage, Attach request, PON comnectivity request
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2. Delete Session
16.0.0.181 10.0.0.182 P12 69 Delete Session Request
10.0.8.101 10.0.0.186 DIMETER 00 cnd=36PP-Authentication-nforwation Request{315) flaps=R-—- appl=369P S6afS6a{16777251) hh=Gog3s53 ede=£hg3ss3 |
16.0.0.12 10.0.0.161 (1] 66 Delete Session Respanse
3. Authentication Information Request/Answer
18.0.0.101 10.8.0.106 DIANETER 320 od=36PP-Authetication-nfornaton Request(318) flags=h--- appL=36eP Sa/Se16777251) hahe503553 ede=6ha3ss3 |
18.0.0.16 10.8.0.101 DINETER T30 d=36PP-Authentcatin- nfornaton Anser(318) flags=—-— appl=36%P Sta/Sed{167T7151) hoh=ob83553 adesthisss? |

4. Session ID from Authentication Information Request(AIR)
Session-Id: mmel.eluon.com;1262;450036020004224;1;0

5. IMSI value from Authentication Information Request(AIR)

IMSI: 450086020004224
Mobile Country Code (MCC): Korea (Rep. of) (45@)
Mobile Metwork Code (MMC): KT (@8)

6. Authentication vector information from Authentication Information

Answer(AlA)

AVP: RAND(1447) 1=28 f=VM- vnd=TGPP val=5@e86be7cc700e6646da8a8691ch5b79

AVP: XRES(1448) 1=20 f=VM- vnd=TGPP val=e57c3db5deeeed7s

AVP: AUTN(1449) 1=28 f=VM- vnd=TGPP val=a9937e5e71738000hf07337e8c1b8bes

AVP: KASME(145@) 1=44 f=VM- vnd=TGPP val=316e3a21f8d71bas5681087ac28db27abc12497990cCc4027. .

7. Authentication Information Request and Answer from MME to HSS(AIR,

AlA)
0.0.0.000  10.001% DR 320 cod=3P-Authentication- Iforaation Request(318) flags=R- appl=36PP SeafSec{1677725L) hahe6hg3553 ele=Ghgass3 |
0oL 1000000  DIWETR T30 Cod=36pP-Authentication-Inforwation Ansier(208) flags=---- appl=3PP Sa/S6d(15777251) haheshg3ssa ede=Shg2ss3 |

8. Network information from UE

v} e 22403

BT LOCATION

9. Authentication Information Response / NAS security setup
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10.

11.

12.

13.

192.168.4.101
192.168.4.110
192.168.4.101
192.168.4.110
192.168.4.101
192.168.4.110

192.168.4.110
192.168.4.101
192.168.4.110
192.168.4.101
192.168.4.110
192.168.4.101

S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS

128 DownlinkNASTransport, Authentication request
128 UplinknASTransport, Authentication response
124 DownlinkNASTransport, Security mode command
148 UplinkNASTransport, Security mode complete
116 DownlinkNASTransport, ESM information request
156 UplinknASTransport, ESM information response

Update Location Request / Answer(ULR, ULA)

DIAMETER
DIAYETER

18.0.9.161
18.0.0.168

16.6.0.106
10.8.0.101

324 cnd=369P-Update-Location Reguest(315) flags=R--- appl=36pP SeafSed{15777251) hohe6di3554 ede=5i33sod |
936 Cnd=369P-Update-Location Ansier(316) flags=—--- appl=36PP Sa/Sed(16777251) hahef33554 edestdiasat |

Credit Control Request / Answer(CCR, CCA)

DIAMETER
DIAMETER

10.0.0.103
10.0.0.107

10.0.9.107
10.0.0.103

804 cnd=Credit-Control Request(272) flags=R--- appl=3GPP Gx(16777238) h2h=37F88679 ele=37788879 |
460 end=Credit-Control Answer(172) flags=---- anpl=3GPP Gx(16777238) hn=37fB8879 e2e=37788879 |

Attach accept / EPS bearer establishment

192.168.4.110
192.168.4.110
192.168.4.101
192.168.4.118
192.168.4.110
192.168.4.110
192.168.4.101

192.168.4.101
192.168.4.101
192.168.4.110
192.168.4.101
192.168.4.101
192.168.4.101
192.168.4.118

S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP

S1AP/NAS-EPS
S1AP/NAS-EPS
S1AP/NAS-EPS

124 UplinkNASTransport, Attach complete, Activate default EPS bearer context accept
148 UplinknASTransport, PDN connectivity request

224 £-RABSetupRequest, Activate default EPS bearer context request

120 E-RABSetupResponse

120 UplinknASTransport, Activate default EPS bearer context accept

148 UplinkNASTransport, PDN connectivity request

224 E-RABSetupRequest, Activate default EPS bearer context request

Create Session Request from MME -> SGW-CU -> PGW-CU

14.

15.

192.168.18.101 192.168.18.102 GTPv2 271 Create Session Request
192.168.18.101 192.168.18.102 GTPv2 271 Create Session Reguest
192.168.18.102 192.168.18.163 GTPv2 271 Create Session Reguest
192.168.18.102 192.168.168.103 GTPv2 271 Create Session Request
Create Session Response from PGW-CU -> SGW-CU -> MME

192.168.10.163 192.168.18.162 GTPv2 215 Create Session Response
192.168.10.163 192.168.18.162 GTPv2 215 Create Session Response
192.168.10.162 192.168.18.161 GTPv2 241 Create Session Response
192.168.10.182 192.168.10.101 GTPv2 241 Create Session Response

UE 1P(192.168.10.115)assigned from PGW-CU(10.0.0.103)
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Cause : Request accepted (16)
Fully Qualified Tunnel Endpoint Identifier (F-TEID) : 511/54 SGW GTP-C interface, TEID/GRE Key: @x13df93dc, IPv4 10.0.0.103
IE Type: Fully Qualified Tunnel Endpoint Identifier (F-TEID) (87)

IE Length: 9
0008 .... = CR flag: @
. @808 = Instance: B
Tovs on = V4: IPv4 address present

... .... = V6: IPvb address not present
..8@ 1011 = Interface Type: S11/54 SGW GTP-C interface (11)
TEID/GRE Key: @x13df93dc
F-TEID IPv4: 10.0.9.103
Fully Qualified Tunnel Endpoint Identifier (F-TEID) : S5/S8 PGW GTP-C interface, TEID/GRE Key: 0xa9186e47, IPv4 10.6.0.183
IE Type: Fully Qualified Tunnel Endpoint Identifier (F-TEID) (87)
IE Length: 9
0000 .... = (R flag: ©@
. 00e1 = Instance: 1
1. o = V4: IPv4 address present
.@.. .... = Vo: IPvb address not present
..08 0111 = Interface Type: 55/S8 PGW GTP-C interface (7)
TEID/GRE Key: @xa9186e47
F-TEID IPv4: 10.0.8.103
PDN Address Allocation (PAA) :
IE Type: PDN Address Allocation (PAA) (79)
IE Length: 5
0008 .... = CR flag: @
.... 8000 = Instance: @
oo, 001 = PDN Type: IPv4 (1)
PDN Address and Prefix(IPv4): 192.168.10.115

ERFACE  DEVICE  WIFI BT  LOCATION

16. Connection between SGW -CU and SGW-DU with port 10005

192.168.16.182 192.168.1@.184 UDP 64 16005+10085 Len=20
192.168.16.182 192.168.1@.184 UDP 64 18005+100085 Len=20
192.168.16.182 192.168.1@.184 UDP 64 18005+100085 Len=20
192.168.18.1682 192.168.16.184 UDP 64 10665-+10005 Len=20
192.168.18.1682 192.168.16.184 UDP 64 10665-+10005 Len=20
192.168.18.1682 192.168.16.184 UDP 64 10665-+10005 Len=20

17. Connection between PGW -CU and PGW-DU with port 10005
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192.168.10.183 192.168.18.105 UDP 64 10805+10005 Len=20
192.168.10.183 192.168.18.105 UDP 64 10805+10005 Len=20
192.168.10.183 192.168.18.105 UDP 64 10805+10005 Len=20
192.168.10.183 192.168.18.105 UDP 64 10005+10005 Len=20
192.168.10.183 192.168.18.105 UDP 64 10005+10005 Len=20
192.168.10.183 192.168.18.105 UDP 64 10005+10005 Len=20
192.168.10.183 192.168.18.105 UDP 64 10005+10005 Len=20
192.168.10.183 192.168.18.105 UDP 64 10005+10005 Len=20

18. Using internet with UE after attached to femto -vEPC

NIE alho

www.5g-champion.e!

5g champion project

JI0}X) LA S04 b1

5GCHAMPION - www.5g-champion.eu -
Welcome
www.5g-champion.eu

The SGCHAMPION project will develop key
enabling technologies for a proof-of- concept
environment to be showcased

5GCHAMPION - www.5g-champion.eu -
PROJECT .
www.5g-champion.eu » Pages » Project-..

The SGCHAMPION project aims at the first 5G
system proof-of-concept in conjunction with the
2018 Korean Winter ..

5GCHAMPION - www.5g-champion.eu - ..
www.5g-champion.eu » PARTICIPANTS

2133 HSVEPC Performance
Test
Descriptio | Test to confirm the performance of EPC service using eNB emulator.
n
1. Goal: Interworking and Verification of Radio Emulator for 5G Virtual Mobile
Core Function and Performance Verification
Preconditi
2. To measure the performance of vVEPC with the enb emulator between UE
ons

and HSVEPC.

3. Enb Emulator to receive packets from EPC client to create a GTP tunnel and
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transmit it to vSGW.

f PDMN
WLAM 20 wviam 36 | | |
. A0.0.0.109
switch 30001 40.0.0.1 |

host 192.1684.235 WPGW-DUenbsim)

10,0.0, 805

30000105

host 192.162.4.234
enbsim
v GW-DUenbeim)

[¥] 10.0.0.910
m toaoiee
QL0 2000910

2000104
30.0.0.110

1. Execute EPC service using eNB emulator.
2. Measure band performance using iPerf (iPerfserver , installed client)

Test 3. Measure performance indicators (e.g., call processing performance) other

Procedure than bands (measureing by increasing the number of terminals to five)

4. Enb Emulator used to measure performance (enbsim uses 1000mbps max,

10 terminals, 100mbps pe r terminal,

Performance Test List
- Measure the max value with 1 terminal (to be processed up to 1000

mbps in the enb emulator)

Test . . . .
- 5 terminals uplink, downlink measurement (1L00mbps per terminal, total

Results .
. 500mbps processing target)

Performance test with 1 terminal
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1 terminal Mbits/sec
Mean(1st) |Value |Mean(2nd) |Value |[Mean(3rd) [Value [Mean(4th) [Value [Mean(5th) [Value [Mean(6th) [Value [Mean(7th) [Value [Mean(8th) [Value [Mean(9th) |Value |Mean(10th) |Value
866.7]  788| 8844 763 890] 797 886.7 792 890.7 791 879.4 798| 8804 797 8864 783 8824 798 888.3 79|
922 869 899 932 931] 904 884 910| 896| 912
675 896 897 902 932 886| 878 893 902 899
898 909 881 901 905 891 881 890 873 918
894 908 886| 887 881 883 902| 900) 894 885
901] 895 907] 884 891 881 899 906] 882 897
896) 908 899 894 921 871 890) 896] 896 903
912) 909 919 898 883 885) 883 892 91| 893
892) 909 901 887 886| 906] 896| 899 884 890
889 878| 914 89| 886 889 894 895| 888| 890
Total Averagq 883.9

uplink for 5 terminals

uplink with 5 terminals(100mbps/terminal)
eMB |rx ix SGW-DU|rx ix PGW-DUYrx =
1 484 484 1| 474.91 474,86 1 484189 472.09
2 474 475 2| 52741 527.46 2| 527.19| 514.02
3 481 482 3| 498.2| 498.19 3| 498.38| 48592
4 485 486 4| 487.34( 487.34 4] 487.06| 474.89
5 474 475 5| 508.34| 508.35 5] 47417 462.32
6 481 482 6| 351.98 351.96 6] 385.81 376.17
7 447 448 7| 527.79| 527.81 7| 52742 51424
8 486 486 8| 527.56| 527.56| 8| 527.56| 514.38
9 433 434 9| 526.95| 526.95 9| 526.95| 513.78
10 461 461 10| 492.68 492.68 101 492.89| 480.58
11 446 A47F 11] 527.56( 527.56 11 526.19| 513.04
AVR| 468.36 | 469.09 |AVR 495.52| 495.52|AVR 496.16 | 483.77

downlink for 5 terminals

downlink with 5 terminals(100mbps/terminal)

elMB |mx e SGW-DU|rx e PGW-DU t
1 400 398 1] 506.68| 506.68 1 504.33] 517.26
2 485 483 2| 527.63| 527.63 2l 51445 527.63
3 436 483 3| 527.63| 527.63 3] 5714.31| 527.49
4 487 484 4| 527.56| 527.56| 4 514.45] 527.63
5 485 483 5| 527.49| 527.49 5] 574.31| 51449
6 481 479 6|l 527.7 527.7 6] 514.51 527.7
7 486 483 7| 52749 527.49 7l 514.11] 527.28
8 486 484 8| 527.56| 527.56| 8] 514.65| 527.84
9 487 484 9| 527.7 527.7 9] 5714.45| 527.63
10 483 480 10| 527.49| 527.49 100 514.24| 527.42
11 485 483 11 5277 527.7 11] 51445 527.63
AVR | 477.36 | 47491 |AVR 525.69| 525.694|AVR 51348 [ 52545

Packet Transmission form vSGW-DU
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UP_RX :
DOWN_RX :
UPTX :
DOWN_TX :
UPLRX :
DOWN_RX :
UP_TX :
DOWN_TX

UP_RX :
DOWN_RX :
UP_TX :
DOWN_TX :
UP_RX :
DOWN_RX :
UPTX :
DOWN_TX

UP_RX :
DOWN_RX :
UPSTX :
DOWN_TX :
UP_RX :
DOWN_RX :
UPTX :
DOWN_TX

UP_RX :
DOWN_RX :
UPTX :
DOWN_TX :
UPTRX :
DOWN_RX :
UP_TX :
DOWN_TX :

PORT © DOWN_RX
UP_RX :
DOWN_RX :
UP_TX :
DOWN_TX :
UPRX :
DOWN_RX :
UP_TX :
DOWN_TX

PORT @ DOWN_RX
UP_RX :
DOWN_RX :
UPTX :
DOWN_TX :
UP_RX :
DOWN_RX :
UPTX :
DOWN_TX

PORT @ DOWN_RX
UP_RX :
DOWN_RX :
UPTX :
DOWN_TX :
UP_RX :
DOWN_RX :
UPTX :
DOWN_TX :

PORT @ DOWN_RX
UP_RX :
DOWN_RX :
UPTX :
DOWN_TX :
UP_RX :
DOWN_RX :
UPTX :
DOWN_TX :

PORT @ DOWN_RX :

PORT © DOWN_RX :

PORT © DOWN_RX :

PORT @ DOWN_RX :

803.04
598.15
803.04
598.15
451244
287579
451243
PLYEYE]

950.55
598.15
950.55
598.15
561058
356681
561057
356681

767.07
598.15
767.08
598.15
649675
425783
649675
425783

851.12
598.18
851.12
598.17
748002
494889
748002
494888

908.96
578.25
878.72
598.15
531464
338533
531464
338533

407635
627410
407635

796.18
578.25
769.71
598.15
719393
476737
719393
476737

966.95
569.43
934.78
589.03
831102
544786
831102
544786

69102
mbps
mbps
mbps
mbps
pkts
pkts
pkts
pkts

69102
mbps
mbps
mbps
mbps
pkts
pkts
pkts
pkts

69102
mbps
mbps
mbps
mbps
pkts
pkts
pkts
pkts

69166
mbps
mbps
mbps
mbps
pkts
pkts
pkts
pkts

69102 pps
mbps
mbps
mbps
mbps
pkts
pkts
pkts
pkts

92776 pps
69102 pps
92776 pps
69102 pps

109814 pps
69102 pps
109814 pps
69102 pps

105009
69102
105010
69102

111709
68049
111709
68049
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2134

HSVEPC Management (Instantiation)

Test
Description

HSVEPC instantiation using MANO (DCNM)

Preconditions

This test is related to IOP based on ETSI NFV SOL3 in NFV MANO
environment

Test Procedure

1. Register VNFD, a component of NSD. Enter VNF name, Image File,
YAMLscript, etc., and click on the "Save" button to save it

NFV Orchestrator a

D+

Embeded VNF

Name *

VNFD Image File

2. Enterthe information needed to generate VNFR on the VNFD Detailed
Information View screen. You can enter that information at Extension
Information of VDU Tab
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NFV Orchestrator = PP

1 Network Function Descriptor =
Connection paint CoBME braga.ron 04 £ TR
Detail Information
Extarnal Used
o Nam, o e EEAEE Actior
= Count
JURVIS F— - . ==
RO N— o , e |
Fiavour for Detail cd Favour
Informatior
D Name
SdcEro-caat 1767 NE-Fi

P e B B [
(= s Type References requirement requirement Count e

"

"

PO —

3.

4. On the View screen for NSD Detailed Information, enter the
information needed to generate NSD. VLD, CP and VNFD at the Basiq
Information, Extension Information, and VNFD Information Tab
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NFV Orchestrator

5. Click the "NS Instantiate" button in the NSR list and select NSR name,
NSD and MicroataCenter to generate VNFR at the pop-up screen

6. Check the output of the oper ation
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7. Check the topology of the NSR generated

NFV Orchestrator

- Confirm the VNFs generated from the instantiation procedures

Test Results . i .
- Confirm the configuration results for the VNFs generated

2.1.35 HSVEPC Management (Scaling)

Test

o HSVEPC Scaling throughtMANO(DCNM)
Description

- The test is related to IOP based on ETSI NFV SOL3 in NFV MAN(

Preconditions environment
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- Scaleout if CPU usage rate 95% or more

- Scale-out of VNFR (eNB, sGW) is performed only once and then again
scale-in is a condition that can be done again

- For pGW VNFR, it is not scaleout even if CPU load occurs

- port chain is produced only when two VNFCs, eNB and sGW, are
scale-out

Test Procedure

1. |If the CPU load is 95% or more, the NFVO internal monitoring
function will cause a fault event, which will be notified to the VNFM
so that the VNFR will be scale-out.

[+

CPU and Memory Trace =
100 —

Usage®)

0400 o415

— CPU UsageBd = Memory Usage(
Swap Usage(s) == Wait

2. Check whether VNFR is created automatically

nstance

VNFR INSTANCE Internal IP FloatingIP  Image vim Compute VM Agent  Monitoring  Action

3. Check the VNF instances scaled out
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INFV Orchestrator

[<lcllc]<]<]

4. Check the port chaining resulted in scale-out operation
- Confirm the VNFC configuration

Test Results - Confirm the VNFC scaled out
- Confirm the port chaining after scale-out operation

2.1.3.6 HSVEPC Management (Termination)
Test L
o HSVEPC termination through MANO (DCNM)
Description

Preconditions

The test is related to IOP based on ETSI NFV SOL3 in NFV MAN(
environment

VNFinstances for HSVEPC is running

Test Procedure

When click the "NS Terminate" button on the NSR list and click "OK"
on the confirm window, asked to delete VEPC by VNFM,
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Check the VNF instances to be deleted at the VNFR information

NFV Orchestrator

Check the port chaining information deleted

Check the NSR list to be deleted

NFV Orchestrator

Test Results

Confirm stop of the VNF instances

Confirm the deleted VNF instances

Confirm the deletion of the Port chain for the NSR from the list
Confirm the NSR deletion from the list
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2.2 PoC for advanced 5G mobile core networks

2.2.1 Key technologies

With emerging of Edge-Cloud paradigm, 5G SDI (Software-Defined Infrastructure) anticipates
consisting of three layers: Centralized Core-Clouds, Multi-Site Edge-Clouds, and
Heterogeneous End-Things. Edge-Cloud becomes a key of 5G SDI since it reduces latency
and bandwidth waste due to end-to-core communications. Currently, researches on 5G SDI
focus on Edge-Cloud due to its importance and possibility.

To cope with the paradigm shift, we have researched on building 5G Multi-RAT Edge-Clouds
Testbed with a goal to support researches on Multi-Site Edge-Clouds as well as Software-
Defined Multi-Access. We have designed and constructed the testbed in two different
approaches, K-ONE Playground and Openwincon Multi-RAT testbed. However, those efforts
are totally separated and lack to support multi-access networking.

Based on this motivation, we introduce Multi-Access Box that inter-connects End-Things with
Edge-Cloud via various software-defined access networking. With Multi-Access Box, we
combine two testbed efforts into one which provides Multi-Access as well as Multi-Site
infrastructure.

In this document, we show the experimental prototype of Multi-Access Box as the first step.
For the experimental prototype, we choose and prototype four access networking: SDN-
enabled Wired Interface, OVS-integrated Interface. BATMAN-based WiFi Interface and
OpenAir-based 4G Interface. In addition, we show the experimental prototype of Multi-Access
Box and its Multi-Access Control Software with those prototyped access networking. At last,
we verify multi-access networking using the integrated Multi-Access Box.

Also, we show a prototype of Distributed Mobility Management (DMM) testbed for supporting
mobility management between Edge-Clouds. Firstly, we design DMM architecture suited in K-
ONE playground multi-site edge clouds. Then we describe in detail of our DMM prototype
composed SDN-based control plane and data plane functions. These DMM functions can be
running as VMs in the K-Cluster boxes. We also introduce our implementation and handover
scenario between edge clouds in detail. Finally, our experimental results will be given.

2.2.2 Testbeds

2221 Multi- RAT access networking

In this section, we describe design Multi-Access Box and four access networking interfaces
that we select for prototyping of Multi-Access Box. In addition, we show implementation of
preliminary version of the interfaces.

Multi-Access Box Prototype Design
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Figure 3. Multi-Access Box: Multiple Interface Options

Multi-Access Box is a mini Server-Switch Box for testing and verifying different access
networking at Proof-of-Concept (PoC) level, so it is not designed to support production-scale
workloads. That is, it provides a testing box to develop automating access networking
configuration, improving visibility, improving networking reliability, and ensuring performance.

According to the definition, we design a prototype of Multi-Access Box as show in Figure 4.
Even though Multi-Access Box originally targets for supporting lots of different access
networking, but a prototype of Multi-Access box has four access networking technologies as
the first step: SDN-enabled Wired Interface, OVS-integrated WiFi Interface, BATMAN-based
mesh WiFi Interface, and OpenAir-based 4G Interface. Left part in the Figure 4 shows multiple
interfaces we selected. Each access networking interface requires not only interface hardware
device, but also control sof tware of it
interface device and control software. Even though Multi-Access Box originally targets for
supporting lots of different access networking, but a prototype of Multi-Access box has four
access networking technologies as the first step: SDN-enabled Wired Interface, OVS-
integrated WiFi Interface, BATMAN-based mesh WiFi Interface, and OpenAir-based 4G
Interface.

Firstly, SDN-enabled Wired Interface means a wired access network providing reliable
networking controlled by SDN controller. In this network, there are multiple paths with SDN-
enabled hardware switches between End-Things and Edge-Clouds. SDN controller steers
dynamically networking flows to ensure reliability and performance of networking. OVS-

integrated WiFi Interface provides WiFi Access Point (AP) function controlled by SDN controller.
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We design the WiFi AP function to work on commodity Linux box, and use SDN controller to
control flows and WiFi features. Next, BATMAN-based mesh WiFi Interface assumes a network
infrastructure where mesh network is required since the Internet is not available. We design a
WiFi interface that uses BATMAN, a routing protocol for mesh networks that only memorizes
the best link information between nodes. The last but not least, OpenAir-based 4G Wireless
Interface is open-source based 4G wireless interface. The interface adopts a hardware /
software platform called OpenAir Interface.

And Multi-Access Box integrates the four interfaces to provide multi-access networking. The
integration means hardware integration to equip all interface devices on a single box, and
software integration to develop Multi-Access Networking Coordinator controlling the devices by
using separated control software.

Multi-Access Box: SDN-enabled Wired Interface Prototype Implementation

l(-)T Mﬁ(fOTik Lo I Multi-Access Box
Things Sy —— <o
———— .. - 0} 3

SDN-enabled Switches

- ;
LinK
Flow

Device

Host

Figure 4. SDN-enabled Wired Interface Implementation

When data collected from End-Things needs to be guaranteed to be transmitted to Edge-
Clouds or Core-Clouds, 5G Access Networking technology is required to ensure stable
networking. Based on the requirements of the above use case, we design SDN-enabled Wired
Interface which is access networking that guarantees networking stability and performance
between lIoT Things and Edge-Clouds using SDN controller. In SDN-enabled Wired Interface
Prototype, multi-path between End-Things and Edge-Cloud is secured and SDN controller is
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used to ensure networking stability and performance through dynamic flow steering in case of
networking failure. This prototype takes into account line disruptions, switch failures, and
excessive traffic on the path due to networking failure. The goal is to implement a function that
automatically identifies the fault by collecting / analyzing information of all switches with the
SDN controller, and calculates the optimal bypass path to automatically set the flow.

In order to physically acquire the multi-paths required in the above scenario, a multi-path
topology that interconnects multiple SDN-enabled switches between end-things and multi-
access boxes is designed. Each switch is connected to two different switches, and both end
switches are connected to Multi-Access Box, End-Things. This makes it possible to construct
a multipath topology in which one or more paths are acquired between two end switches. (More
detailed description) For the dynamic control of the multi-path thus configured, a configuration
for the SDN controller is required. For this purpose, SDN controller is operated on the box
corresponding to Multi-Access Box. At this time, open source software ONOS SDN controller
is used as SDN controller. In addition, for the flow setup through the SDN controller, all switches
on the multi-path must support the OpenFlow protocol and must be connected to the SDN
controller on the Multi-Access Box basically. For t hi s reasons we u
which can support OpenFlow protocol.

A software function is needed to steer the flow so that when a networking failure occurs in the
configuration environment, it detects it in real time and bypasses the path. In the SDN-enabled
Wired Interface, a steering function providing the corresponding function is designed in the
form of an application of the SDN controller. The Steering Function was created to run the loT
service on the Multi-Access Edge Cloud testbed. For the 10T service, the steering function

reads the configuration file of the service developer and parses it to check the network resource.

Steering function provides the function to collect network information (Switch, Host, Link, Flow
information) in real time using REST API of SDN controller to determine fault and to set switch
by calculating new path in case of trouble. Therefore, SDN-enabled Wired Interface can quickly
and automatically recover networking faults that can occur on Access Networking. The
experimental results using the steering function are shown in the lower part of the above figure.
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Multi-Access Box: OVS-integrated WiFi Interface Prototype Implementation
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Figure 5. OVS-integrated WiFi implementation

WiFi network is one of the most common wireless access networking technologies, with the
networking technology mentioned with 4G LTE in Multi-RAT. Therefore, to demonstrate 5G
Multi-Access Networking, a Multi-Access Box supporting WiFi access networking is required.
Therefore, we extend the Multi-Access Box to design the OVS-integrated WiFi Interface, which
can be controlled by a single SDN controller while providing WiFi Access Point (AP) function.
The OVS-integrated WiFi Interface should be able to build on the Linux-based Commodity
Hardware rather than using special purpose hardware, according to the basic design of Multi-
Access Box. In addition, all interfaces on the Multi-Access Box must be controllable via a single
networking control software, so hardware / software must be designed to be controllable via
the SDN controller.

The OVS integrated WiFi interface must be able to operate as an AP so that 10T Things can
be accessed via WiFi. Also, 10T Things connected to WiFi should be provided with IP address
dynamically via DHCP and SDN-enabled in order to get help from SDN Controller. In order to
satisfy these requirements, we configured the internal network as shown in the figure above.
In order to operate as an AP, we used hostapd daemon which can set up AP according to
user's specification. We used dnsmasq as the DHCP server, connected the WiFi interface to
OVS (Open vSwitch) and connected the bridge to the SDN controller. Through this
configuration, 0T Things connected to WiFi can be controlled by the SDN Controller
respectively, and by using Multi-Access Box Control Software, it is possible to select data
reception function for WiFi Access loT Things and to select wired and WiFi interface Verification
is possible.

Verification of the interface was done by connecting two laptops to the Multi-Access Box. we
connected two laptop computers to the WiFi in the Multi-Access Box and then did ping test. On
ONOS Web GUI, the two host is looked with an IP address, and we confirmed that it can
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communication each other. Also, to check the control by SDN, we connected a wired host to
the Multi-Access Box and performed a ping test after installing a point-to-point intent for
between wired host and a WiFi connected laptop. In addition, the steering function will be
reinforced using the OVS-integrated interface. For I0oT devices that use both wire and WiFi
interfaces, use WiFi to transmit data when the wired connection is lost. When the steering
function detects the change of the topology, it installs a new Intent on the WiFi interface. This
allows 10T End-Things to continuously send data to the Multi-Access Box.

2.2.2.2 SDI based Distributed Cloud Cluster

In this section, we show a preliminary prototype of Multi-Access Box that integrates access
networking interfaces described in the previous section. And we verify Multi-Access
Networking support by Multi-Access Box, in terms of hardware as well as software. For the
integration and verification, we select three of those four interfaces that are widely used in
practical area and are relatively easy to be integrated: SDN-enabled Wired interface, OVS-
integrated WiFi interface, and OpenAir-based 4G wireless interface. Lastly, we extend Multi-
Access Box into multi-site testbed, and verify its support of Multi-Access/Multi-Site
experiments.

Multi-Access Interfaces Integration in Multi-Access Box

SDN-enabled Switches
Multi-Access Box

Controller

~== B r o

Br-IoT '
-0 @vs OPE f:j \A”? OPE g AIR

Open vSwitch Core
(— eNodeB
hostapd [ s
1 Br-AP eNodeB
: MME
dnsmasq

. J

. @'J WiFi
Adapter

LTE RF
Module [

Figure 6. Multi-Access Box interface Preliminary Integration

SDN-enabled Wired, OVS-integrated, and OpenAir-based 4G interfaces must be integrated on
the Multi-Access Box. To accomplish this, we will integrate the network configuration and
software for running the interface into a single box as shown in Fig. 6.

For the SDN-enabled Wired Interface, configure the end of the SDN-enabled switch topology
to connect to the wired interface of the Multi-Access Box. All switches are controlled by a unique
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SDN controller, and the wired interface of the Multi-Access Box is also controlled by the SDN
controller, so the wired interface of the Multi-Access Box is connected to the OVS (Open
vSwitch) bridge which is connected to the SDN controller. SDN-enabled topology is
configuredb with MikroTik's switch that support Openflow.The models CRS109-8G-1S-2HND-
IN and CRS125-24G-1S-2HnD-IN are used, and the configuration of the Multi-Path and
connection to the Multi-Access Box are shown at the top of the figure. These models can be
configured with OpenFlow Enable using GUI Software called Winbox. These two switches
support both wired and WiFi, but utilize only the wired interface for wired connection of l1oT
things. The WiFi interface to which IoT is connected is covered by OVS-integrated WiFi in Multi-
Access Box.

To configure OVS-integrated WiFi interface, connect WiFi adapter to Server. WiFi adapter
hardware has various types such as Mini PCle (PCI express) type and USB dongle type.
However, there are many compatibility problems with Mini PCle type according to Server
Hardware. Thus, the current prototype extends the Multi-Access Box using a USB dongle type
WiFi adapter, which is relatively free for compatibility issues. OVS Integrated WiFi is
implemented as an internal network configuration as shown in the figure above where the WiFi
adapter is connected. we used the hostapd daemon to operate the AP according to the user's
configuration and used the dnsmasq DHCP server to provide the IP address to 10T Things
connected to WiFi. Br-loT is an OVS (Open vSwitch) bridge, which is connected to SDN
Controller. However, there is a bug that does not recognize the WiFi password when the WiFi
interface is directly connected to the OVS bridge. That's why | put another Linux bridge named
Br-AP between the OVS Bridge and the WiFi interface. With this configuration, 10T Things can
be connected via WiFi and these devices can be controlled by SDN Controller.

The integration of the OpenAir-based 4G wireless interface into the Multi-Access Box is largely
divided into two parts. The first part is the part of the eNB that carries the direct radio
communication with the device which contacts the openAir-based 4G wireless interface and
transfers the received data to the core network. The second part is the core network part that
authenticates and controls devices contacting the OpenAir-based 4G wireless interface in
Multi-Access Box and manages eNBs. The eNB must use RF equipment that provides a
hardware platform from OpenAirinterface for radio communication with the device. The eNB of
the OpenAir-based 4G wireless interface integrated in the Multi-Access Box adopts the
ExMIMO2 board.

In order to contact the OpenAir-based 4G wireless interface of the integrated Multi-Access Box,
the device's sim card programming is required. In the case of sim card programming, it is
necessary to match the settings of the sim card with the preset values in the core network part
of the OpenAir-based 4G wireless interface. The values to set are MCC, MNC, ID, and OP
values. To use the device in the OpenAir-based 4G wireless network, finish the sim card
programming and mount the sim card on the device to be used. After subscribing to the device
on the core network, the device can be used in contact with the OpenAir-based 4G wireless
interface of the integrated Multi-Access Box.
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Figure 7. Multi-Access Box Control Software preliminary integration

Multi-access networking control software is software that controls multiple different access
networking interfaces integrated into a multi-access box as a single interface. We have
developed software that controls each interface, and then developed and verified software that
integrates the developed software. The current software configuration includes a controller that
controls the SDN-enabled wired and OVS-integrated WiFi, and a controller that controls the
OpenAir based 4G interface. The Multi-Access Control Software operates as a Coordinator
that coordinate SDN Controller and OpenAir 4G Controller. SDN Controller controls SDN-
enabled Wired and OVS-integrated WiFi interface, and OpenAir 4G Controller controls OpenAir
4G Interface. Coordinator is located in Post of K-Cluster with SDN Controller and OpenAir 4G
Controller, and controls two controllers at a high level to select the best interface for IoT End-
Things to transmit data.

The operation and configuration of the Coordinator are shown in Fig. 7. To control each
interface, 10T devices are equipped with an Agent that identifies what interfaces they have, and
what the state of each interface is, and switches the interface to which the 10T devices transmit
data. This agent is controlled by communicating with the coordinator and reports the interface
status of IoT End-Things.

The overall operation of the coordinator is as follows. Agent reports to the coordinator the status
of the interface of loT End-things. The coordinator checks the report and stores it in the Device
Status Database. Based on the contents of the DB, the coordinator selects the appropriate
interface to transmit the 10T data of loT End-Things. When the Coordinator interface selection
is completed, the result of the selection is transmitted to the agent of loT End-Things, and the
data is transmitted to the Edge Cloud using the selected interfaces.

In the following subsections, we will discuss two scenarios and their testing results to verify the
multi-access integrated control. The first scenario is a verification using a smartphone
supporting LTE and WiFi, and the second scenario is a verification using Raspberry PI
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supporting wired and WiFi Interfaces. For the first scenario, the Coordinator control signal must
be able to be transmitted to the Agent through OVS-Integrated WiFi and OpenAir based 4G
Interface. And to verify the second scenario, we connected an additional Ethernet port to
Raspberry PI. Through this additional port, Agent and Coordinator communicate. The
Coordinator can also check the status of the Agent and loT End-Things and issue control
commands to the Agent. This separation of management and control signals makes it easier
and more efficient to control loT end-things.

2.2.2.3 SDN//NFV based DMM

Before designing of the DMM, we briefly review our overall K-ONE playground architecture
again as described figure 8. In that figure, various access technologies provide in each edge
cloud and user devices can connect to edge cloud through these multi-RAN networks. Of
course, most of the connecting devices have mobility behavior, so they can move not only
inside one edge cloud coverage but also between two edge clouds. Even though our Multi-
Access/Multi-RAT environment mentioned in previous chapter can support intra edge-cloud
mobility, inter edge-cloud mobility is out of scope. Our Distributed Mobility Management(DMM)
testbed aims to support inter edge-cloud mobility which can provide session continuity with
minimized delay when user device moves and connects to other edge cloud. From this
perspective, main principles for desighing our DMM prototype are described as follows;

- Anchor Function separation: In DMM approach, a single anchor function which is
defined in centralized mobility schemes such as Mobile IP(MIP) or Proxy Mobile
IP(PMIP) should be distributed to multiple edge clouds. Anchor function may have IP
anchoring, tracking of user's location or packet interception for forwarding
management. Additionally, we also consider that separation of control plane and data
plane of anchor function can give us efficient management aspects. Tunnel
Elimination/Traffic Optimization: In current mobility management schemes (e.g. MIP
and PMIP), IP-in-IP tunneling is used for traffic forwarding between two network
entities after handover. However, our DMM approach provides a cost-effective and
optimized path through SDN-based dynamic path configuration.

- SDN/NFV Compatibility: All DMM functionalities can be deployed as Virtual Network
Functions (VNFs) via core cloud, and control the connectivity between distributed GW's
through SDN controller.

The overall prototype design for DMM architecture that reflects the above principles is shown

in Fig.8. The DMM Controller located in core cloud manage and configure all DMM data plane

entities including the DMM-GW deployed in edge clouds and SDN-enabled switches between

DMM-GWs. The DMM-GW implemented in each edge cloud is an endpoint of traffic in that

cloud. The DMM-GW forwards packets from user device to the external network as well as it

forwards packets of userbs traffic to another edge
All packet forwarding rules are configured from the DMM Controller and delivered via

OpenFlow interface. Our DMM design does not affect operation and configuration of Multi-
Access/Multi-RAT environment so there is no interference between them.
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Figure 8. Overall Design of Distributed Mobility Management Support in K-ONE Playground

2.2.3 Evaluation

2231 Multi--RAT access networking
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Figure 9. Multi-Access Box: BATMAN-based WiFi Interface
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If only the representative WiFi AP is wired, the mesh network is a network in which existing
wireless communication routers become mesh nodes and wirelessly connect all the segments.
Mesh network supports Multi-RAT in wireless form and supports various devices, not all
existing WiFi APs need to be connected by wire. To provide the Internet in an environment
where the Internet is not available, the mesh network interface of the Multi-Access Box must
be designed.

The topology of this interface is also constantly changed due to the dynamic connection and
termination of the connected devices. Thus, it is not necessary to have all the routing
information of the entire node. Therefore, this interface is designed to use BATMAN, a routing
protocol for mesh networks that only memorizes the best link information between nodes.

The BATMAN-based mesh-WiFi interface requires a WiFi adapter to work as an AP. BATMAN-
based mesh-WiFi node devices must be WiFi enabled devices. It must be a device capable of
installing BATMAN and AP essential libraries for BATMAN operation and AP operation. For the
operation to the AP and the DHCP server, this interface adopts hostapd and isc-dhcp-server
libraries.

The structure of BATMAN-based mesh-WiFi interface is shown in Figure 9. When a node
device is newly turned on, if a BATMAN-based mesh-WiFi network exists around the node
device, the node device can join. If it does not exist, you can create a BATMAN-based mesh-
WiFi network with any SSID and Channel. The node devices use Bluetooth beacon to inform
the surrounding devices of the information of the BATMAN-based mesh-WiFi network to which
they are connected. Also, a DHCP server is running on the first device that is turned on, and
the connected device can then receive IP from the master node that is turned on first.

The BATMAN-based mesh-WiFi interface is connected to a controller that provides two
functions. With this interface, node devices connected to the mesh-WiFi network can be
provided with topology visualization and flow control functions using Multi-Access Box Control
software and controllers.
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Figure 10. BATMAN-based mesh-WiFi Implementation

To construct a Multi-Access testbed, a BATMAN-based mesh-WiFi testbed was constructed.
The testbed consists of a mesh network using WiFi, all of which consist of a Linux-based
operating system and an open hardware-based AP. The structure of the testbed was
constructed by building a mesh network by grouping 8 APs as shown in Figure 10.

The testbed used BATMAN to build the mesh network, a routing protocol for mesh network. All
BATMAN based mesh-WiFi APs use RaspberryPi2 B + and Ubuntu Mate 16.04 as OS. In order
to be controlled and managed in a Multi-Access Box, OVS, a Linux-based virtual software
switch, is set in the testbed. For basic WiFi operation of BATMAN-based mesh-WiFi network
AP, This testbed installed hostapd and isc-dhcp-server as AP related libraries. Testing was
conducted to provide flow control and topology visualization. Thus, basic flow control test using
OVS was performed on the corresponding testbed. In addition, we conducted web-based
visualization test for the topology of the testbed.
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Figure 11. Multi-Access Box: OpenAir-based 4G wireless Interface

4G network is a technology that provides various services such as ultra-wideband Internet
access and multimedia. To provide Internet access and various services of mobile devices
through LTE, 4G wireless interface of the Multi-Access Box must be designed.

Hardware / Software 4G network platform is required to build 4G wireless interface. Therefore,
we adopted a hardware / software platform called OpenAirinterface. OpenAirinterface has
emerged for lab-level 4G network construction and experimentation, and provides a variety of
software and hardware drivers and firmware.

The eNB of the 4G network serves as a base station, and it exchanges traffic with devices
connected to the 4G wireless interface through radio communication. To build the eNB, this
interface adopted the ExXMIMOZ2 board with four RF chipsets. In addition, it needs a device that
can install OpenAirinterface software to operate 4G wireless interface. The software of
OpenAirinterface is divided into two parts of eNB and Core Network, and each part needs
independence.

The structure of the OpenAir-based 4G wireless interface is shown in Figure 11. The OpenAir-
based 4G wireless interface consists of two parts: Core Network and eNB. The Core Network
part manages profiles for devices that contact the OpenAir-based 4G wireless interface and
provides subscription and authentication capabilities. The eNB part can communicate with the
contact devices via OpenAir-based 4G wireless interface and radio communication.

The OpenAir-based 4G wireless interface is connected to a controller that provides various
functions. Through this interface, devices connected to the 4G wireless network are subscribed
and terminated through the Multi-Access Box Control software and controller. Through this
controller, the information of the eNBs of the 4G wireless network can be continuously updated
and set.
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Figure 12. OpenAir-based 4G Wireless Network Implementation

In order to construct Multi-Access testbed, OpenAir-based 4G wireless network testbed was
constructed. The testbed constitutes 4G network using LTE communication and consists of
Core Network, eNB, and UE. The OpenAir-based 4G wireless network testbed was built using
Core Network, eNB and mobile devices as shown in Figure 12.

The testbed was constructed using OpenAirinterface, a hardware and software platform for
building and testing lab-level 4G networks. OpenAir-based 4G wireless network testbed was
built using x86 based PC and Ubuntu 14.04 LTS as operating system. To build the Core
Network and the eNB corresponding two parts respectively, two separate hosts were
constructed as core network (MME, HSS, and SPGW) and eNB part respectively. The eNB
part uses ExXMIMO2 board equipped with 4 RF chipsets and is built using OpenAirinterface
hardware driver. Monitoring information such as signal intensity, channel impulse response,
etc. of eNB can be monitored using the monitoring tool provided by OpenAirinterface.

Based on the 4G Network testbed, we tested connectivity between UE and corresponding
testbed. Also, the modules for controlling and managing the constructed OpenAir-based 4G
network were tested. The experiment consisted of three parts. The first is the subscription
and termination experiment of mobile devices to the established OpenAir-based 4G wireless
network.

Next, an experiment was conducted to configure the eNB using the remote controller.

Finally, we experimented to monitor the configuration status and profile of mobile devices and
eNB using remote controller.
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2.2.3.2 SDI based Distributed Cloud Cluster

Multi-Access inteqrated Control Experiment: Scenario #1 & Results

The first scenario involves using smartphones that support LTE and WiFi. No additional
Ethernet for the Management and Control can be connected to the smartphone. Therefore, the
agent and the coordinator of the smartphone communicate using the channel through which
the IoT data is transmitted. In addition, when smartphone is connected to WiFi, smartphone
does not transmit data through LTE, but transmits data using only WiFi. For this reason,

smartphoneb6s interface selection implemented

Figure 13. Sequence Chart for Scenario 1

Coordinator and Agent communicate based on Socket communication. The coordinator's TCP
/ IP server creates a socket, and the Agent's TCP / IP client connects to the server socket.
Once connected, the Coordinator will populate the Console with the IP address of the Agent.
When a smartphone uses Wifi to transmit data, Smartphone 10T End-Things continuously
sends the WiFi AP's RSSI (WiFi signal strength) value to the Coordinator. The Coordinator
checks the RSSI value in units of 3 seconds and disables the WiFi when the RSSI value falls
below -80 dBm. When WiFi is disabled, IoT End-things uses LTE to transmit data. During this
control operation, the Coordinator can receive keyboard input. By using the keyboard input,
user can arbitrarily control ON / OFF of WiFi of smart phone 10T End-things and control the
interface by utilizing it. If 'ON' is input to the keyboard input, WiFi of the smartphone is enabled,
and when 'OFF' is input to the keyboard input, the WiFi of the smartphone is disabled. Figure
13 is a sequence chart showing the sequence of software operation for verification of scenario
1.
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